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Abstract

The Internet is increasingly being used to transmit sensitive and confidential
information. Several existing models to secure the internet are robust and secure, but more
research is needed to make them safer and more secure in terms of performance measurements.
Steganography techniques have been developed to overcome the shortcomings of cryptography
techniques. In this research, the performance of three steganography algorithms (LSB, DCT,
and DWT) were evaluated based on efficiency, compression and image quality. The
steganography algorithms were implemented using Python, and three different cover images
were used to hide secret messages. Finally, the algorithms were analyzed using the Peak Signal-
to-Noise Ratio (PSNR) and Mean Squared Error (MSE) measures. The results showed that
while DCT and DWT were more efficient in terms of compression ratio, LSB was more efficient
in terms of MSE and PSNR, indicating that LSB is more efficient and may be more suitable
for certain applications.
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INTRODUCTION

People are increasingly wusing the
Internet to convey sensitive and
confidential information. Advances in
digital communication play an
important part in modern life. Several
existing strategies are robust and
secure, but research is still being done
to make them safer and more secure in
terms of performance measurements.
Several studies have been conducted to
investigate data security. [1]. Although

the existing studies are robust and
secure, more research are ongoing to
make these approaches safer and more
secure in terms of performance
measures. Steganography techniques
have been developed to overcome the
weaknesses of cryptography
techniques. The steganography
technique is used to hide data behind
other media content or files.
Steganography is the process of hiding
data in coded media files such as
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images, audio, text, and video. It is a
tool that preserves data and secret
information that can only be detected
by the sender and its respective
receiver [2].

Steganography

Steganography is the art and science of
using digital communication objects in
such a way that the existence of secret
information is concealed. The core
process of steganography is data
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embedding and  retrieval.  For
embedding, cover media and
encryption keys are sent to the
embedding algorithm, which then
provides the stego media with secret
information. After the data is
transferred, it is recovered at the
recipient using the exact same
technique as when it was embedded.
For proper retrieval, the keys used
during embedding should be available
at the receiver side. [3]
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Figure 1 Steganography Technique [1]

Steganography Techniques

Steganography is classified into five
forms based on the nature of the cover
item (the actual thing in which the
secret data is embedded) the figure 1

above shows the steganography
technique:
A. Text Steganography: Text

steganography is the practice of
hiding data within text files. It
involves modifying the format of
existing text, changing words
within a document, generating
random letter sequences, or
constructing readable texts using
context-free grammars. Among the

several approaches used to hide
facts in text are:
e Format Based Method
e Random and Statistical Generation
e Linguistic Method

B. Image Steganography: Image
steganography is the technique of
hiding data by using the cover
object as the image. Images are a
popular cover source in digital
steganography because the digital
representation of an image contains
many bits. There are numerous
methods for concealing information
within an image. Image
steganographic algorithms can be
classified into two main classes: [4]
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Spatial domain algorithms: These
methods insert the secret text directly
on the cover image wusing the
embedding process. These algorithms
are simple and fast, but they are
vulnerable  to  distortions and
compression. They use techniques such
as Least Significant Bit (LSB), Pixel

Value Differencing (PVD), and
Exploiting  Modification  Direction
(EMD). [4]

Transform  domain  algorithms:

Transform domain algorithms change
the cover picture into another format
before applying the embedding
procedure to the new format. These
algorithms are resistant to distortion
and compression, but they are
computationally  expensive. = They
adopt techniques such as Discrete
Cosine Transform (DCT), Discrete
Wavelet Transform (DWT), and Fast
Fourier Transform (FFT). [4]

C. Video  Steganography: Video
steganography is a branch of data

hiding, which is a technique that

embeds message into cover
contents and is used in many fields
such as medical systems, law

enforcement, copyright protection
and access control, etc. [5]

D. Audio Steganography: Audio
steganography is a technique for
hiding information in audio by
taking advantage of weaknesses in
the human auditory system. Audio
steganography is more difficult
than image steganography, which is
perceptually undetectable to the
user. The quality of sound may be
affected if audio bits are changed. A
successful audio steganography
may provide an output that is
comparable to the original audio
and cannot be detected by the
human ear. LSB is a technique used
to conceal information in digital
audio. The secret message's
characters are converted into binary
values. The Least Significant Bit
technique is then used to embed
each message bit into digitized
cover audio. [6]

Steganography

Text Image Audio Video
|

| ]

Spatial Transform

domain domain
I |

| ] [ I ]
LSB Fibonacci DCT DWT DFT

Figure 2 Various type of steganography techniques [12]

1 Performance Metrics
An image steganographic

technique can be evaluated using
three main parameters [4]
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ii.

Hiding capacity: The hiding
capacity can be referred in two
ways, maximum hiding capacity,
and bitrate. The maximum hiding
capacity is the maximum amount
of data that can be hidden in the
image. It can be represented in bits
or bytes or kilobytes. While the bit-
rate is the maximum number of
bits that can be hidden per pixel; it
is often termed as bits per pixel
(bpp) or bits per byte (bpb). If the
hiding capacity is larger, then the
steganography technique is better.
[7]

Distortion measure (Visual image
quality): It is defined by the
similarity of the stego-image to the
cover image. The stego-images
should be undetectable, which
means that there should be no
detectable distortion in them. The
distortion can be measured by
using many metrics such as; Mean
Square Error (MSE), Root Mean
Square Error (RMSE), Peak Signal-
to-Noise Ratio (PSNR), Structural
Similarity Index Measure (SSIM),
Correlation, Quality Index,
Kullback-Leibler Divergence (K-L
divergence), Manhattan Distance,
and Euclidean Distance [7] [4]

A. Mean Square Error (MSE)

MSE is the most used image
quality metric estimator. It is a
full reference metric, and the
closer the value is to zero, the
better. It corresponds to the
approximate value of squared
error or quadratic loss. MSE
can be used to calculate signal
tidelity when comparing two
signals or images. MSE is
simply the average squared
difference between the

MSE

1

reference and distorted
images. Let us consider two
images, x(i,j) and y(i,j) of
MxN dimensions. The MSE is
calculated as [8] [9].

M N
M x Nz Z(x(i’j)

i=0 i=0

—y(@.))?

The higher value of MSE
indicates dissimilarity between
Cover image and Stego image.
The lower the value of MSE, the
lower the error. [10] [11]

. PSNR (Peak Signal to Noise

Ratio)

PSNR is used to calculate the
ratio between the maximum
possible signal power and the
power of the distorting noise
which affects the quality of its
representation. ~ This  ratio
between two  images is
computed in decibel form. The
PSNR is usually calculated as
the logarithm term of decibel
scale because of the signals
having a very wide dynamic
range. This dynamic range
varies between the largest and
the smallest possible values
which are changeable by their
quality. The Peak signal-to-noise
ratio is the most often used
quality assessment metric for
determining the quality of lossy
image  compression  codec
reconstruction. The signal is the
actual data, while the noise is the
error caused by compression or

distortion. The PSNR
approximates human
perception of reconstruction
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D. Structural

. Root Mean

quality when compared to
compression codecs. [8]

The PSNR is a measure of stego-
image distortion. A higher
PSNR value indicates less
distortion. A PSNR of more than
40 decibels (dB) is considered
excellent. It is acceptable if it is
between 30 and 40 dB, but less
than 30 dB is not acceptable
because the distortion is too
high. [7]

RZ
=10 loglo <MSE>

Where R is the maximum value
of pixel possible in some its
represented as (MAX)

Square Error
(RMSE)

Root Mean Square Error (RMSE)
is the standard deviation of the
residuals (prediction errors).
Residuals are a measure of how
far from the regression line data
points are; RMSE is a measure of
how spread out these residuals
are. In other words, it tells you
how concentrated the data is
around the line of best fit. Root
means square error is commonly
used in climatology, forecasting,
and regression analysis to verify
experimental results.

iii.

Similarity Index
Measure (SSIM)

The SSIM index is used for
measuring the similarity
between two images. The SSIM
predicts image quality based on
an initial uncompressed or
distortion-free image as
reference. It tells us how far
away an image is from its
original reference image more
aligned with the human
perceptual system. SSIM is
designed to improve on
traditional methods such as
peak signal-to- noise ratio
(PSNR) and mean squared error.

Security: A  steganographic
algorithm is said to be secure if
different steganalysis

algorithms find it difficult to
detect the embedded text in the
stego-image produced by this
approach. Regular-Singular (RS)
analysis and Pixel Difference
Histogram (PDH) analysis are
example of methodologies use
for testing the security of a
steganographic algorithm.
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METHODOLOGY
The methodology used in this performance analysis involved the following steps:

Step 1: Algorithm Selection

|

Step 3: Cover Image Selection

METHODOLOGY

Yy

Step 4: Performance Measurement

Step 5: Performance Comparison

Step 2 Implementation

Figure 3 Methodology Flow Chart

Selection of the comparable
algorithm: Selection of the
comparable algorithms are
based on the common classes of
image steganography; spatial
and transform domain, most
frequently used algorithm were
selected from each domain, one

Input Image
(RGB->YCbCr)
v v

l Luminance (Y) ] Chrominance (CbCr)

l Histogram of Image (h) l

2

Addition Based Modification
(h+6)

Log Based Modlﬁcnuon

v

Histogram Equalization

v

| |
I Globally Bnhanced Image |

DCT Based Local Detail
Enhancement

v

Output Image
(YCbCr ->RGB)

Figure 5 DCT based Algorithm flowchart [13]

from spatial domain and two
from transform domain. LSB,
DCT, and DWT steganography
algorithms are selected. Figure
4, Figure 5 and Figure 6 below
shows the DCT algorithm flow
chart, DWT Algorithm and LSB
Algorithm respectively

Two-Dimensional DWT

Decomposition step columns

rows 142 CA;;
caiumns

A houzonm!
/ columns )
rows 142 CDys
: ertical
columns :l;{iffa
Hi_D 1+2 +
Lo

Where Downsample columns: keep the even indexed columns
14 2| Downsample rows: keep the even indexed rows
rous
Convolve with filter X the rows of the entry
columns
Convolve with filter X the columns of the entry

Initialization CA, = s for the decomposition initialization

Figure 4 dwt?2 algorithm
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ii.

C =

v

read C, M, k

v

Calculate
X as Height of the cover image, C
Y as Width of the cover image, C
W as Number of words in the message, M
L as Number of characters in the message, M
T as String vector of words from the seaet message M
S as Secret message vector in binary form, T
Initialize,
S as empty list
D as Hash for the frequent words
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Sy < binary(Ty,,)
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Figure 6 Least Significance Bit Algorithm [14]

Implementation of the LSB,
DCT, and DWT steganography
algorithms  using  Python
programming: One of the main
reasons for using Python for the
implementation of the LSB,
DCT, and DWT steganography
algorithms is its wide range of
libraries and modules that
provide pre-built functions and
methods for image processing
and digital signal processing,

which  are  essential for
steganography algorithms. For
instance, Python libraries such
as OpenCV, NumPy, SciPy, and
Matplotlib are commonly used
in image processing and digital
signal  processing research,
which made it a natural choice
for the implementation of the
steganography algorithms in
this study.
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Additionally, Python has a large
and active community, which
makes it easy to find support

and resources for
troubleshooting and
development. Furthermore,

Python has an easy to read,
understand and write syntax
which makes it a great language

for teaching and learning.
Python's popularity in the
academic and research

community is also supported by
its ability to interface with other
languages and tools, such as R
and Matlab, which are widely
used in data analysis and
machine learning. Python is
widely accepted, and it is used

(@) Lena.jpg

A

iii.

(b) Buhari.jpg

in many computers vision,
machine learning, and data
analysis  projects.  Python's

libraries have been tested and
proven over time in many
research papers, and it is a
standard tool for many
researchers in the field of image
processing and digital signal
processing.
Selection of an appropriate
cover image and a secret
message to be embedded
using each  of  the
algorithms. Three cover
images were selected and
used in the research with
200bits  character  secret
message.

(c) pepper.jpg

Figure 7: Cover image used for the implementation

The Secret Message used inside the
cover picture as shown in figure 7
above is “I love my country Nigeria”

iv.
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Calculation of the Peak
Signal-to-Noise Ratio
(PSNR) and Mean Squared

Error (MSE) for each of the

stego images generated
using the LSB, DCT, and
DWT algorithms.

Comparison of the PSNR
and MSE values obtained for

the stego images to
determine the best-
performing  algorithm in

terms of image quality and
secret message capacity.

vi. Conclusion and
recommendations on the
performance of the LSB,
DCT, and DWT
steganography algorithms
based on the results
obtained.

RESULT AND DISCUSSION

In this section, we discuss the result of

our

implemented  steganographic

algorithms, this program runs under

the

Microsoft Windows

11 (x64)
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operating system. This program is
written in Python with the required
libraries and module. It is implemented
on a HP Laptop equipped with an Intel
Core i3-1115G4 whose base frequency
is up to 41 GHz with Intel® Turbo

A. Least Significance Bit (LSB)

N

Boost Technology, 6 MB L3 cache, 2
cores, 4 threads. The RAM capacity is 8
GB and the solid-state drive capacity is
256GB. Below is the summary of the
results obtained.

Figure 8 Showing the cover image and the Steg image of LSB algorithm.

Table 1 shows the result of hiding message using LSB. The values of PSNR for
algorithm using LSB are 93.6134, 87.2197 and 90.1991 for Lenna, Buhari and Pepper
images respectively, and for MSE the value is 0.67. The above figure 8 shows the stego

image of the LSB.
Table 1 Summary of the algorithm using LSB
Cover Image Performance Metrics
MSE PSNR (dB) File Size(KB)
Lenna.jpg 0.0000028294 93.6137 568
Buhari.jpg 0.00000607 90.29666 598
Pepper.jpg 0.000006211 90.1991 115
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B. Discrete Cosine Transform (DCT)

Cover Image

Stego-Image

Figure 9 Showing the cover image and the steg image of DCT algorithm

Figure 5 shows the Steg image after 93.6134, 87.2197 and 90.1991 for Lenna,
hiding the message in the cover image. Buhari and Pepper images
Table 2 shows the result of hiding respectively, and for MSE the values
message using DCT. The values of are 36.13855, 34.680824 and 33.486024
PSNR for algorithm using DCT are for the cover image respectively.

Table 2 Summary of Performance of DCT Algorithm

Cover Image Performance Metrics
MSE PSNR (dB) File Size (KB)
Lenna.jpg 36.13855 12.3293 93.4
Buhari.jpg 34.680824 8.27093 59.9
Pepper.jpg 33.486024 18.6394027 73.0

C. Discrete Wavelet Transform DWT

Cover Image Stego-Image
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Table 3 shows the result of hiding
message using DWT. The values of
PSNR for algorithm using DWT are

93.6134, 87.2197 and 90.1991 for Lenna,
Buhari and Pepper images respectively,
and for MSE the value is 0.67.

Table 3 Summary of the performance of DWT Algorithm

Image Performance Metrics
MSE PSNR (dB) File Size (KB)
Lenna.jpg 00.13533 14.7472 165
Buharijpg 0.1143125 17.66932 98.2
Pepper.jpg 0.0.1436246 16.706756 121

D. Comparative Analysis of LSB, DCT AND DWT
Table 4 Comparative Analysis of LSB, DCT and DWT based on Mean Square Error

(MSE)
LSB DCT DWT
Lenna 0.000028294 36.13855 0.13533
Buhari 0.0000607 34.6808217 0.1143125
Pepper 0.00006211 33.4860242 0.1436246
Average 0.000050368 34.7684653 0.131089
A Mean Square Error (MSE) the differences between the original

comparison of LSB, DCT, and DWT
provide insights into the image quality
of the stego image (the image with the
hidden data) produced by each
approach. MSE is a common metric for
measuring image quality by comparing

and reconstructed images. Table 4
summarize the MSE values of each
stego-image, the average shows
0.000050368 for LSB, 34.7684653 for
DCT and 0.131089 for DWT
respectively.

Table 5 Comparative Analysis of LSB, DCT and DWT based on PSNR

LSB DCT DWT
Lenna 93.6137 12.3293 14.7472
Buhari 90.2967 8.27094 17.66932
Pepper 90.1991 18.6394 16.70677
Average 91.36983333 13.07988 16.37443

When comparing the performance of
these techniques, it is common to use
PSNR (Peak Signal-to-Noise Ratio) as a
measure of quality. PSNR is a measure
of the similarity between the original

and cover images, with higher values
indicating better quality. In this result,
LSB has the highest PSNR values,
followed by DWT and then DCT.

S. A. Ahmad, M. Mamman, M. S. Aliyu, A. B. Garko, NIJOCET 1(2): 93-105, 2022 103



Vol. 1 No. 2 December 2022
ISSN: 2955 - 0580

Nigerian Journal of Computing, Engineering and Technology (NIJOCET)

Table 6 Comparative Analysis of LSB, DCT and DWT based on File Size

LSB DCT DWT
Lenna 568KB 165KB 93KB
Buhari 290KB 59.9 KB 98.2KB
Pepper 115KB 73KB 121KB
DCT produce smaller file size
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